In the healthcare industry we have had a significant rise in the use of electronic health records (EHRs) in health care settings (e.g. hospital, clinic, physician office and home). There are three main barriers that have arisen to the adoption of these technologies: (1) a shortage of health professional faculty who are familiar with EHRs and related technologies, (2) a shortage of health informatics specialists who can implement these technologies, and (3) poor access to differing types of EHR software. In this paper we outline a novel 52
Introduction
Electronic health records are being implemented world-wide by governments (i.e. in the Americas, Europe, Asia, and Africa) in an effort to improve the quality, efficiency and effectiveness of healthcare delivery globally Shortliffe & Cimino, 2008; World Health Organization, 2005) . Within countries and healthcare systems the introduction and implementation of electronic health records (EHRs) or lifetime respositories of an individual's health information is a widespread phenomena that will have an impact upon all aspects of healthcare settings (i.e. hospitals, nursing homes, physician offices, clinics and home care) Shorliffe and Cimino, 2008; World Health Organization, 2005) . As a result, there has emerged a new need to educate health professionals (e.g. physicians, nurses) about these health information systems and their associated devices that health professionals (e.g. physicians, nurses, social workers) will use when providing patient care. Unfortunately, health professional educational programs (e.g. medical, nursing, social work) have not kept up with these advancements in real-world healthcare settings. There are a few health professional educational programs that offer student's opportunities to learn about these differing types of health information systems in classroom settings prior to working in the real-world ).
There are a number of underlying reasons for health professional academic programs being unable to provide students with opportunities to learn about how to use these technologies before encountering them in real-world healthcare settings ), including shortages of health professional faculty with competencies in this area and health informatics professionals who can implement these systems. Furthermore, there are few cost-effective technological solutions that can provide geographically distant students (i.e. those located in different parts of a province, state or region) with the breadth and depth of technology-based experiences needed to use EHRs in clinical settings. There is a need to provide a background in the theoretical underpinnings of the design, development and use of these technologies to give students an understanding and lifelong ability to work in technology-enabled healthcare settings. Borycki et al., 2009 ). Therefore, in this paper we: (1) provide an overview of the technological context and a tool for integrating these technologies into health professional curricula, (2) describe some of the barriers currently encountered by health professional academic programs in providing students with the opportnity to learn about these technologies, (3) describe a real-world solution, and (4) describe our initial experiences in using this technology to overcome these barriers to integrating EHRs into health professional student education. We begin this paper by providing some background information about EHRs.
Background

Emergence of Electronic Health Records as a Dominant Technology in Healthcare
Over the past two decades EHRs have emerged as the dominate information technology in healthcare. EHRs are being used by governments and regional healthcare administrators to modernize and improve the quality, efficiency, effectiveness and safety of healthcare delivery systems (Nohr & Boye, 2008) . EHRs are being rapidly implemented across the globe in many countries (e.g. United Kingdom, France, Germany, Canada, United States, Australia etc.) (Protti, 2007) . EHRs are electronic repositories of patient data that allow physicians to electronically enter and retrieve data provide, decision support, and support the linking of patient data across regions. Worldwide there has been an exponential rise in the number of EHR implementations and the number of health professionals that are using EHRs and their components in patient care ). Research has suggested that in the next 20-30 years EHRs and their components will be a source of patient and citizen health information in many healthcare settings. According to many global agencies (including the World Health Organization) EHRs will be the primary technology platform to be used in managing and documenting citizen and patient health and healthcare worldwide (Nohr & Boye, 2008; Protti, 2007; World Health Organization, 2005) .
In response to this global rise in the number of EHRs that are being used, there has emerged a significant need to provide health professionals (e.g. physicians, nurses etc.) with the appropriate education so that they may learn about this technology, before they are required to use it in real-world settings. This is especially important given the current research that suggests that poor health professional understanding of EHRs may lead to poor interactions between the healthcare profesional, the patient and the technology and in turn may lead to medical errors In general EHRs can be classified according to the purpose and setting of use (Nagle, 2007; Shortliffe & Cimino, 2008) . At present there are four main types of records that are considered foundational to modernizing the healthcare system using technology. These EHRs include: (1) electronic patient records or EPRs, (2) electronic medical records or EMRs, (3) personal health records or PHRs, and (4) electronic health records (EHRs) when they are used as respositories for a citizen's lifetime information Shortliffe & Cimino, 2008) . To better understand how these records work in a healthcare system, the authors provide an overview of their primary functions and setting of use.
Electronic patient records and electronic medical records are the most ubiquitous types of EHRs in healthcare systems. Electronic patient records are those records used by members of the health care team in hospitals and nursing homes who are involved in the patient's care (Nagle, 2007) . Alternatively, electronic medical records are used by physicians in their offices. They may also be used by physicians and other health professionals such as nurse practitioners, nurses, social workers and dieticians who work in clinics (Nagle, 2007) . Personal health records refer to those records stored and used by patient's and their caregivers in their homes or on devices of their choosing (e.g. iPhones). Personal health records store information about a patient's health status, treatments and diagnoses (as recorded by a patient or a member of their family). These records may also include information the patient has obtained from electronic patient records or electronic medical records (Popkin et al., 2009 ). Lastly, EHRs are lifetime repositories of an individual's health information held at a regional, or country level (Nagel, 2004; Shorliffe & Ciminio, 2008) . Electronic patient records generated in a hospital and electronic medical records generated in a physician's office may or may not be linked to the EHR. In general governments plan to link electronic medical and electronic patient records to a citizen's EHR at some point in the future to create a lifetime repository of health information for each citizen. In summary each of these types of records are used in differing healthcare settings. Fundamentally, these records are very similar, but there are differences among them in terms of the types of health profesionals who use them (e.g. physicians only, or the full healthcare team), where they are used (e.g. hospital versus community), the type of information that is stored in them, who places it there, and their interface design features and functions. For the purpose of this paper, the authors will refer to each of these types of technologies as EHRs.
The Current State of EHR Use In Health Professional Student Educational Programs
A recent review of the health professional literature on EHR use in health professional education (including medicine, nursing, allied health and health informatics) has revealed that health professionals have very little exposure to differing types of EHRs (i.e. electronic patient records, electronic medical records, personal health records and EHRs) within the context of the classroom setting. Furthermore, there is little integration of EHRs throughout a traditional four year health professional educational curriculum in many countries . In a few cases where health professionals learn about EHRs, they learn about this technology in one of three ways: (1) through lecture or laboratory work in a university or college, (2) in a university or college course on health informatics where they work with a single EHR as part of a lecture or laboratory course -where the student has exposure to only one type of a EHR -such as an EHR supplied by a single vendor, (3) during a real-world clinical practica or internship experience, where the health professional student is not only learning about how to manage a patient's care, but they are also learning about how to use the EHR to document and support their decision making ). For these students, this involves using one of these EHRs during a clinical practica under the supervision of a clinician (who directly supervises the student) after receiving training from a healthcare organization (e.g. a hospital) or from a senior health professional (e.g. physician, nurse or health informatics professional) who may be supervising their work.
This type of learning often does not provide the full breadth of information nor does it provide a student with an opportunity to develop a conceptual understanding of the EHR that is necessary to understand the use, strengths and weaknesses of the differing types of EHRs. Ideally, formal education should take place in the form of lecture, discussion, and hands on work with the differing types of EHRs in response to differing situations that are similar to those encountered in the real world. This formal education allows for the development of a conceptual and practical understanding of the theoretical underpinnings of EHR design, development, use, strengths and limitations of the technology. Such knowledge is key to understanding the linkages between the technology's design, features and functions and the activities it performs for a health professional (e.g. acting as conduit for team communication, supporting individual and health professional team decision making, and using embedded decision support tools such as alerts and reminders) (Kuziemsky et al., 2009) . Furthermore, such knowledge would allow health professionals to understand the strengths and limitations of the technology. For example, health professionals who understand how EHR features and functions may facilitate medical errors (i.e. a technology-induced error) will be able to identify potential risks associated with a technology's use and report on these risks to the information technology management department of a hospital, a vendor, or a government body so that the technology can be modified to improve its safety .
Currently, health professional academic programs do not provide students with a solid grounding in these aspects of EHRs. It must be noted that even technology savvy students experience difficulty in using EHRs. They are often unaware of the supporting features and functions of these records. They are also unaware of their potential pitfalls (e.g. the ability to facilitate some types of errors). This influences student use of such systems in the clinical practice context and in some cases may lead to low adoption rates or ineffective use of the technology. Such knowledge is critical for students understanding of EHRs that are currently being used, are in the process of being implemented and are being developed for future use. More importantly, such knowledge is essential for students who will graduate to become health professional practitioners and will be exposed to differing types of EHRs over the course of a lifetime of practice as they move from one jurisdiction to another and the technology itself changes over time (i.e. much as pilots learn the theoretical underpinnings of flight and aircraft maintenance and design before they learn about the specifics of flying a particular type of aircraft). Such a knowledgeable group of future health professional practitioners will help technology designers and implementers to create more safe and supportive EHRs for health professional use Borycki et al., 2009 ).
Barriers to Integrating EHRs into Health Professional Education
There are a number of barriers that prevent the integration of EHRs into health professional education. Three main barriers are: (1) a shortage of faculty who are familiar with differing types of EHRs, (2) a shortage of health informatics professionals who can implement such systems, and (3) a shortage of opportunities to access multiple differing types of EHRs within the context of a health professional student academic program.
Shortage of Faculty Who are Familiar with EHRs
Over the past several years there has been investment by governments in EHRs and this investment has focused on the development and implementation of these technologies in healthcare settings. Less emphasis has been placed upon extending the health informatics competencies of health professional faculty and providing faculty with opportunities to integrate these competencies into health professional curricula , 2004) . As well, technologies such as computer controlled patient simulators are used by faculty to support health professional student (e.g. medical and nursing) development of clinical knowledge, skills and judgment to be used with patients (Issenberg et al., 1999) . Presently, health professional faculty have few opportunities to access EHR systems. Furthermore, in cases where universities or colleges have invested in EHRs, typically only one type of EHR is available to teach students. There is a need for faculty to develop EHR competencies so that they may be able to integrate these competencies into health professional curricula. There is also a need to provide faculty with access to EHRs so that educational programs can provide faculty with opportunities to learn about how to use these systems and integrate them into health professional student curricula. Only a few regions of countries have identified the need to invest in faculty so they can teach these competencies. Even fewer have invested in providing faculty and students with access to such tools (e.g. British Columbia in Canada). Such investment is necessary to ensure that health professional faculty can teach students how to develop EHR competencies ).
Shortage of Health Informatics Specialists to Implement EHRs
There exists a significant shortage of qualified health informatics professionals with sufficient health, information and management science knowledge that can implement EHRs to be used in health professional academic programs (Borycki et al., 2009; Canada's Health Informatics Association, 2010). Globally, there are too few undergraduate and graduate prepared health informatics professionals. There is a scarcity of these individuals who have knowledge of EHRs and their use in healthcare settings world wide. Public (e.g. regional health authority) and private sector (e.g. healthcare insurance companies) demands for these individuals are high. Colleges and universities are competing for this scarce human resource with private and public sector organizations. The ability of colleges and universities to implement and maintain EHRs for the purpose of educating student health professionals is limited by the scarcity of those who are most knowledgeable about developing, designing and implementing these technologies. There is a need to provide access to EHRs in such a way that a province or country draws few health informatics human resources away from public and private sector organizations who are implementing EHRs in physician offices, clinics, hospitals, nursing homes and public health agencies in governments and regional health authorities worldwide.
Poor Access to Differing Types of EHR Software
Many software vendors are developing differing types of EHRs and their components (i.e. EHRs, EMRs, EPRs, PHRs). Many of these products are proprietary in nature. Vendors of these information systems can limit those who have access to these systems. It is argued by some that this is to prevent other vendors from learning about their EHRs and gaining a competitive advantage (Dess, Lumpkin, Eisner & Perdis, 2009). Health professional faculty and students need opportunities to learn about the differing types of EHR designs for their work in health care settings. Students should be exposed to these differing systems as part of their educational programs to develop an understanding of how differing systems work and can be used in the process of patient care (i.e. where no real patient data or patients are affected by changes made to the record in the process of learning -in a safe environment) ). As well, there is a need for students to work with differing types of EHRs to learn about how these systems can be deployed or implemented in differing health care organizations (e.g. differing hospitals use differing terminologies and may have processes that need to be reflected in the EHR to ensure good health professional task-technology fit and cognitive-socio-technical fit) (Borycki & Kushniruk, 2010) . Current opportunities to work with differing EHRs are limited for health professional students -to the best of our knowledge, only a few undergradauate and graduate programs have attempted to incorporate EHRs and their components into their curricula ). Many health professional programs provide access to only one EHR (thereby exposing students to only one type of record and one type of EHR design with its associated features and functions) (e.g. Connors et al., 2002) . Providing such limited access to EHRs is unlike that provided to other disciplines (e.g. business, computer science and engineering) who are afforded the opportunity to work with a full range of software and software designs before working with real or "live" data. These opportunities are afforded to students in other disciplines in order to practice their skills and prevent any unnecessary errors in the real world once they graduate ). Research has shown that the practice of skills in laboratory settings under simulated conditions leads to fewer errors when working in the real world. Issenberg (1999) has shown that the use of computerized mannequins to train medical students reduces the likelihood they will commit an error in a real-world setting when working with patients. Therefore health professional students need to work with many types of records before they graduate from their program of studies to prevent errors involving EHR use ).
Shortage of Access to EHRs Over the World Wide Web
Historically, health professional student education has involved classroom and hospital based work. With the introduction of technology and health professional academic programs attempting to leverage the knowledge of faculty at differing sites and across geographic distances, there has emerged a need to provide access to EHRs that can be used to educate health professional students across multiple sites and cities that are geographically distant ). For example, at the University of Victoria in Canada, graduate programs deliver many courses online using synchronous and asynchronous technologies (e.g. Moodle, Elluminate® ). As well, some universities are training health professional students using a multi-site format with video conferencing. For example, the University of British Columbia Medical School educates medical students across the province of British Columbia with sites in Victoria, Vancouver, Prince George and soon to open Kelowna. Lastly, students may be located throughout a country during parts of their education. For example, undergraduate and graduate students participate in cooperative education in some programs as a way of obtaining practice experience in real-world settings. Students may take part in cooperative education across Canada and internationally as is the case at the University of Victoria School of Health Information Science. Lastly, there is an increased need to provide software to students outside the classroom environment (i.e. home, library or laboratory environment) prior to classroom work or after leaving the classroom environment to complete assignments. For example, in our experience in working with health informatics students, access to EHRs was required prior to classroom lectures and after lectures as part of laboratory work ).
Nature of Real-World Work: EHR Changes Over Time
Today's health professional work environment (e.g. hospitals, clinics and physician offices) is in a constant stage of change. This is especially the case when one considers the impact of EHRs upon health professional work. For example, in North America, hybrid paper-electronic environments, where part of the patient record is paper based and part of it is electronic predominate in health care settings ). This is a result of EHRs being in various stages of implementation. Health professional students need to learn how to work with EHRs now before they are fully implemented. Health professional students also need to learn how to work with technology that will change over time in addition to changes in content and functionality (e.g. much as the EHR changes in response to medical, nursing and other allied health practice). Therefore, there is a real need for all health professionals (i.e. health informatics professionals, physicians, nurses etc.) to learn about differing types of EHRs with differing content, interface designs, features and functions. Such opportunities to work with differing records are necessary so that health professionals can easily learn, adopt and adapt to differing types of EHRs.
Such work in a classroom and laboratory environment would lead to the development of health professionals that are not only technologically savvy, but understand the basic theoretical underpinnings of all EHRs and how they may be used to extract patient information that is relevant to their decision making. Such knowledge would ease adoption and facilitate uptake of EHRs as well as new content, interface designs, features and functions of EHRs over time . Before this can happen, there is a need to develop health professional faculty EHR competencies, address health informatics professional shortages, and provide health professional students with platforms for providing students with opportunities to work with representative examples of these types of systems any time and any place.
Overcoming Educational Barriers: Design and Development of a Webbased Tool
As a way of overcoming the barriers described above, several researchers at the University of Victoria have been involved in the development of a Web-based EHR portal. This research, which led to the development of a unique portal, allows health professional students and faculty to access and learn about a range of EHRs over the WWW. Differing EHRs are available on the portal and provide health professional students and faculty with opportunities to learn about them. These EHRs have differing design metaphors, features and functions. These EHRs have given students and faculty the opportunity to learn about the impacts of EHRs upon clinical practice and have allowed faculty to integrate these records into health professional student education.
Students have worked with differing types of EHRs through the portal prior to working in real-world settings. The portal provides faculty and students with a high-fidelity simulated EHR environment that is similar to the real-world. Patient data within the EHR is fictitious, but is realistic in nature. This allows students to better understand how patient data would be storied in differing EHRs. 
. Student view of a fictitious patient record displayed in OpenVista®
To illustrate student access to the portal, Figure 1 shows the first screen that a student would see if they accessed the EHR portal via the WWW. In Figure 1 the student has clicked on an icon and has started up an instance of the OpenVista® EHR. The remote desktop that a student logs onto is located on servers in Victoria, British Columbia, Canada. The use of a remote desktop provides every student private read and write access to a range of EHRs including EMRs, PHRs and EHRs. In Figure 2 , the student has entered the EHR OpenVista® and is examining a fictitious patient record.
Conclusion
We have overcome a number of barriers to providing health professionals with educational opportunities to learn about EHRs. With the development of a web-based portal that provides students from the health disciplines with access to a range of EHRs over the WWW. We have also been able to provide health professional faculty with opportunities to work with differing types of EHRs while at the same time limiting our need to depend on a large number of health informatics specialists to provide access to EHRs (i.e. one portal can provide health professional students with access to many EHRs across the country and internationally). We have also provided students with access to differing types of EHRs that students would encounter over the course of a career. As a result, health professional faculty have developed an understanding of EHRs and have begun to integrate the portal into health professional student classroom work (e.g. Borycki et al., 2009 ). Faculty have developed differing educational approaches to teaching students about EHRs. In the classroom and in the laboratory setting students have learned how to use this technology in a "safe" environment where there are no direct impacts on patient care or implications for health professional practice. Students have also learned about the strengths and limitations of the technology. For example, exposure to differing EHRs has stimulated discussion with students about the ways in which the technology can reduce error rates as well as introduce new types of errors (e.g. technology-induced) errors.
We have begun to overcome the barrier of faculty competencies where EHRs are concerned by providing faculty with access to the portal (by making the web link to the portal open and accessible from anywhere and any place). We have begun to overcome the barrier of a shortage of health informatics specialists needed to implement such systems. This is achieved by having a centralized, Web-accessible portal that not only provides access to real working systems, but can be accessed locally and globally (simply by logging on to the portal web site). Victoria based students have been able to access portal EHRs in local university classrooms and distance-education students from other parts of Canada and internationally have be able to access portal EHRs over the WWW.
Prior to this, schools and universities interested in exposing students to this type of technology typically had to hire staff to either install and maintain a local system that could only be used in a local university or college computer lab, or via a link to a local hospital-based information system (note that the University of Victoria portal only contains fictitious patient data, making the EHRs and the data contained within them on the portal accessible worldwide without privacy concerns).
This approach (i.e. a web-based EHR portal approach) reduces the costs associated with EHR access for students and faculty (i.e. some local installations of commercial systems in a single educational institutions can have costs in the several thousands of dollars whereas the portal is accessible worldwide over the WWW for nominal cost to many universities). In addition to this, the barrier to exposing students to more than one system has been overcome by this work, since the portal currently contains multiple open source plus commercial EHR systems. Thus faculty and instructors can teach students about many types of EHRs by via the portal. A limitation of the portal is that it does not obviously contain all types of EHR systems. However, the EHRs that have been deployed on the portal have been judged by a panel of several health informatics experts to be highly representative of types of EHRs that health professional student graduates will be expected to understand and work with once they graduate and begin to practice in the real-world. Current work along these lines has involved close collaboration with a number of medical, nursing and health informatics programs worldwide to soundly integrate use of real technology into the basic education of these future professionals.
